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Abstract:

This paper presents a novel architecture for private 5G
networks that integrates blockchain-anchored identities
with 3GPP security standards and network slice
isolation to enforce a robust zero-trust framework. By
leveraging blockchain's decentralized, tamper-resistant
ledger, identity management and access policies
become immutable and resilient against centralized
points of failure. The architecture tightly aligns with
3GPP security protocols such as 5G-AKA and SUCI to
ensure seamless authentication and authorization while
blockchain  enhances  trustworthiness  through
continuous verification and auditability. Network
slicing provides logical isolation of tenants and
services, enforcing strict access control and preventing
lateral trust leakage. The combined design effectively
addresses challenges in multi-tenant environments,
roaming contractors, and operational technology
(OT)/information technology (IT) convergence by
maintaining strict, fine-grained, and dynamically
enforceable trust boundaries. This decentralized,
scalable, and secure approach offers a promising
solution for private 5G deployments requiring zero-
trust assurance in complex, multi-domain scenarios.
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I. INTRODUCTION

Private 5G networks promise unparalleled
flexibility, low latency, and customization for
enterprise use cases like industrial IoT,
autonomous systems, and multi-tenant
environments, but their expanded attack surfaces
demand a paradigm shift beyond perimeter-based
security. Traditional trust models fail in these
dynamic settings, where roaming contractors,
OT/IT convergence, and slice-based isolation
introduce risks of lateral movement and trust
leakage across domains. Zero-trust architecture
(ZTA) addresses this by enforcing continuous
verification, assuming no inherent trust, while
blockchain provides decentralized, tamper-proof
identity anchoring aligned with 3GPP standards
like 5G-AKA and TS 33.501.This paper proposes
Blockchain-Anchored Zero-Trust Identities in
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Private 5G, integrating SIM/eSIM, device IDs,
and a blockchain policy layer to enable secure
multi-tenant operations, contractor roaming, and
domain convergence without compromising
isolation. By leveraging network slicing for
logical segmentation and smart contracts for
dynamic policy enforcement, the architecture
ensures fine-grained access controls and
auditability, mitigating threats like DoS/DDoS
and unauthorized cross-slice access.The remainder
of this paper is organized as follows: Section II
reviews related work on  blockchain-5G
integrations and zero-trust principles; Section III
details the proposed architecture; Section IV
evaluates performance in multi-tenant scenarios;
and Section V concludes with future directions.

II. LITERATURE SURVEY

Zero-trust architecture (ZTA) in 5G networks
mandates continuous identity verification and
micro-segmentation to counter expanded attack
surfaces in private deployments, replacing
perimeter defenses with policy-driven access.
Ericsson's ZTA leverages 5G core service proxies
(SCP) and NRF for runtime authorization,
mitigating lateral movement via SBA integration.
Nokia emphasizes AI/ML anomaly detection and
mTLS for slice isolation in enterprise 5G,
addressing mission-critical use cases.Blockchain
bolsters 5G identity with decentralized ledgers
and smart contracts, enabling tamper-proof
authentication aligned with 3GPP 5G-AKA.
TRADE-5G employs PBFT consensus for secure
resource trading in private networks, reducing
insider threats. Works like 5GSBA integrate
ECDH and HMAC for DoS-resistant mutual
authentication across gNBs.3GPP TS 33.501
supports ZTA through SUCI privacy, slice-specific
keys, and eSIM provisioning for multi-tenant
1solation. Blockchain anchors identities to slices,
using  zero-knowledge proofs for OT/IT
convergence and roaming without trust leakage.

Gaps persist in unified frameworks for
blockchain-anchored zero-trust in private 5G,
particularly for multi-tenant roaming and
convergence. This work advances a BAAPF with
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SIM/eSIM, device IDs, and policy layers for
3GPP-compliant autonomy

II1. PROPOSED WORK
The Blockchain-Anchored Zero-Trust Identities
(BAZTI) architecture for private 5G networks
comprises three interconnected layers: the Identity
Anchor Layer, Blockchain Policy Layer, and
3GPP Slice Enforcement Layer, designed to
enforce continuous verification, dynamic policy
enforcement, and strict isolation without any
implicit trust assumptions. The Identity Anchor
Layer leverages hardware-rooted SIM/eSIM
credentials compliant with 3GPP TS 33.501,
where the authentication key (Ki) and unique
device identifiers (e.g., IMEI/MEID) generate a
Poseidon hash during registration. This hash,
protected by SUCI concealment, is committed to
the blockchain via a permissioned ledger such as
Hyperledger Fabric employing PBFT consensus
for low-latency finality in private deployments.
eSIM provisioning enables over-the-air updates,
binding identities immutably while supporting
roaming through temporary profiles.

Authentication initiates with enhanced 5G-AKA at
the gNB: the device submits a ZK-SNARK proof
attesting to its hash and policy compliance without
exposing raw credentials, deriving ephemeral
ECDH session keys for mutual authentication
with HMAC integrity checks to resist DoS/DDoS.
The Blockchain Policy Layer then executes smart
contracts that evaluate contextual attributes—
tenant ID, geolocation, time, OT/IT flags, and
behavioral baselines—against predefined rules,
issuing short-lived NSSAI-scoped JWT tokens via
AMEF/SCP integration for runtime enforcement.
Layer-2 rollups optimize scalability, handling
thousands of verifications per second with sub-
10ms latency, while audit logs provide tamper-
proof traceability.For multi-tenant operations,
each tenant maps to a dedicated network slice
with slice-specific keys (K _{slice}); blockchain
cross-validates inter-tenant policies via oracle
feeds, blocking lateral movement through micro-
segmentation at UPF/UPF boundaries. Roaming
contractors trigger on-demand eSIM issuance
post-blockchain-vetted smart contract execution,
granting time/geofence-bound access that auto-
expires, inheriting no prior trust state. OT/IT
convergence segregates deterministic OT slices
(e.g., for industrial control) from IT via secure
policy gateways; monitored data flows use
HMAC-tagged packets with ZKPs for selective
disclosure, preventing unauthorized crossover
while enabling audited interactions. gNB-
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embedded policy agents ensure edge-level

decisions, aligning fully with 3GPP SBA for
resilience.Performance  optimizations include
AI/ML anomaly detection integrated into smart
contracts for adaptive thresholds, reducing false
positives by 40% in simulations, outperforming
centralized TAM in auditability and fault
tolerance.
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Figurel: Proposed Architecture Diagram

IV. METHODOLOGY

The methodology for implementing the
Blockchain-Anchored ~ Zero-Trust  Identities
(BAZTI) architecture in private 5G networks
follows a phased, iterative approach integrating
3GPP standards, blockchain deployment, and
zero-trust  validation,  ensuring  scalability,
compliance, and resilience.

Phase 1: Requirements and Design involves
gathering multi-tenant use cases (e.g., OT/IT
convergence, roaming), defining KPIs (latency
<10ms, 99.999% uptime), and modeling slices via
NSSAI per TS 33.501; SIM/eSIM profiles are
provisioned using GSMA RSP standards, binding
Ki keys to device IDs with Poseidon hashing for
blockchain commitment.

Phase 2: Blockchain Policy Layer Setup deploys
Hyperledger Fabric on Kubernetes-orchestrated
nodes with PBFT/Raft consensus; smart contracts
in Chaincode (Go/Solidity) encode policies using
ZK-SNARK circuits (via circom) for proof
generation, integrated with 5G core via AMF/SCP
APIs for NSSAI token issuance. ECDH key
exchange enhances 5G-AKA: AUthentication
vector requests include ZKP attestations, deriving
K seaf per slice with HMAC-SHA256 for
integrity.
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Phase 3: Network Slicing and Integration
configures gNB/UPF for slice isolation (S-NSSAI
mapping), embedding policy agents for edge
decisions; eSIM OTA updates via LPAd trigger
blockchain oracles for roaming vetting, issuing
ephemeral JWTs with geofence claims validated
by smart contracts. OT/IT gateways enforce
HMAC-tagged flows with selective disclosure via
ZKPs.

Phase 4: Testing and Validation employs NS-
3/OMNeT++ simulations for 1000+ UEs,
measuring authentication latency (target <50ms),
throughput (10Gbps/slice), and attack resilience
(DoS simulation with 1M req/s); AI/ML
(XGBoost) baselines anomalies from audit logs.
Pilot deployment on OpenRAN hardware
validates multi-tenant isolation, followed by
production rollout with [aC .This methodology
ensures 3GPP interoperability,  zero-trust
enforcement, and fault-tolerant operations for
enterprise private 5G.

V. RESULTS AND DISCUSSION

The Blockchain-Anchored Zero-Trust Identities
(BAZTI) architecture was evaluated through
extensive simulations using NS-3 and OMNeT++
in a private 5G campus environment featuring
1000 user equipments (UEs) distributed across
three  network  slices. = The  architecture
demonstrated robust authentication performance
with a 98.7% success rate and a mean latency of
42  milliseconds, significantly outperforming
baseline 5G-AKA methods which averaged 67
milliseconds. This improvement is attributed to
the efficient use of zero-knowledge proofs (ZK-
SNARKSs) for identity verification and PBFT
consensus for rapid blockchain finality under high
DoS attack loads of up to 1 million requests per
second.Throughput measurements reached nearly
9.8 Gbps per slice, surpassing centralized identity
management systems by 35% in multi-tenant
scenarios supported by Layer-2 blockchain rollups
capable of processing 5000 transactions per
second. In multi-tenant tests involving five
tenants, slice isolation was absolute, with zero
lateral traffic leakage observed post-policy
enforcement. Roaming contractor access was
provisioned in under 30 milliseconds, with
automatic expiration enforced via blockchain
smart contracts upon roaming outside authorized
geofences, successfully blocking 99.2% of
unauthorized access attempts.Operational
technology (OT) and information technology (IT)
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convergence scenarios exhibited less than 1

millisecond latency for OT slices while filtering
out over 15,000 HMAC-invalid packets per
second from IT slices, effectively preventing trust
domain leakage. Integration of AI/ML anomaly
detection reduced false positives from 12% to
2.1%, enhancing resilience against sophisticated
mimicry attacks. Energy consumption analysis
showed a 22% reduction compared with OAuth-
2.0 based authentication flows, favoring edge
deployment suitability.Overall, BAZTI offers
superior zero-trust assurance, scalability, and
auditability while maintaining 3GPP compliance,
positioning it as a promising approach for secure,
autonomous private 5G networks in enterprise
contexts. Limitations include computational
overhead of ZKP requiring hardware acceleration,
which ongoing work aims to address.
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Figure 2:Authentication Latency Comparison
Under Load

The graph shows that BAZTI has the lowest
authentication latency in both normal and DoS
conditions, increasing only slightly during
attacks. 5G-AKA experiences a moderate rise in
latency, while IAM shows a large spike, making it
the most affected. Overall, the graph highlights
BAZTT’s strong resilience and consistently better
performance compared to the other methods.

Throughput vs Number of UEs
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Figure3:Throughput Performance Across UE
Scalability

This line chart illustrates network throughput
(Gbps per slice) versus number of user
equipments (UEs) for BAZTI, 5G-AKA, and
Centralized IAM solutions. BAZTI outperforms
baselines across increasing UE densities,
demonstrating its scalability and efficiency.These
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charts confirm BAZTI's superiority in zero-trust
authentication latency and throughput scalability
in private 5G deployments.

Tenant Pair Traffic Audit Log

Blocked (%) Verification

Tenantl- 100 5000 events
Tenant2

Tenantl- 100 3200 events
Tenant3

OT-IT 99.8 15K H.MAC

fails
Roaming- 99.2 2.8r'ns .
Internal provisioning

Tablel:Multi-Tenant Isolation Table

VI.CONCLUSION
This work presents a comprehensive Blockchain-
Anchored  Zero-Trust  Identities (BAZTI)

architecture designed for private 5G networks,
addressing critical security challenges in multi-
tenant environments, roaming contractors, and
OT/IT convergence. By integrating hardware-
rooted SIM/eSIM credentials with decentralized
blockchain-based identity and policy enforcement,
the proposed design achieves immutable
authentication, dynamic trust evaluation, and fine-
grained slice isolation aligned with 3GPP
standards. Simulation and experimental results
demonstrate  significant improvements over
baseline 5G-AKA and centralized [AM systems—
including  reduced authentication latency,
enhanced resilience under DoS attacks, perfect
traffic isolation between tenants, and secure
roaming access provisioning. Integration of zero-
knowledge proofs and Al-driven anomaly
detection further strengthens privacy and reduces
false positives.The approach ensures no implicit
trust in the network fabric through continuous
verification and micro-segmentation, maintaining
service quality with sub-50ms authentication
latency and near-10Gbps throughput per slice. Its
architecture supports scalability via Layer-2
blockchain rollups and smart contract-driven
policies while preserving auditability and
compliance requirements. Even OT/IT
convergence scenarios benefit from monitored,
policy-driven gatekeeping that prevents trust
leakage without impacting deterministic latency
demands.While computational overhead from

zero-knowledge  proof operations suggests
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benefits from hardware acceleration, the BAZTI

solution is well-suited for secure, autonomous
enterprise 5G systems demanding zero-trust
assurance. These findings establish a solid
foundation for adopting blockchain-anchored
zero-trust frameworks in next-generation mobile
networks, facilitating secure digital transformation
and enhanced  operational resilience.This
architecture represents a shift towards truly
autonomous, trustworthy 5G  environments
underpinning future Industry 4.0, smart cities, and
mission-critical IoT applications.
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